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INSERT INTO “cats (" color™, “name” , “volume') VALUES
( oragne’, “whiskey", 50")

B C7] Server: localhost » @ Database: mydb » [ Table: cats

Browse & Structure | L] SQL - 1 #t Insert Export =} Import = 4° Operations

A
—{ Run SQL query/queries on dam@ mydb: G |i

1 INSERT INTO “c¢ats’ ("color’, “mame’ , “wolume ) VALUES ( oragne , whiskey™, 58"}

(SELECT*) (SELECT )] (INSERT) |(UPDATE) ( DELETE )

1D
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DELETE FROM “cats” WHERE id=1
UPDATE “cats™ SET “name =['tal'] WHERE 1id='1"'
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$servername = '54.443.11.03';
$username = 'user';

$password = 'pass’;

$dbname = 'mydb’;

// Create connection
$conn = new mysqli($servername, $username, $password, $dbname);

// Check connection

if ($conn->connect_error) {

die('Connection failed: ' . $conn->connect_error);
} else {

//®an Niptwa :-)

D) 19X ,9D1N2.N72D 7¥ NN FUNNN 071V )N 78 NN1NI9 DD NITIN N7DN [IDID 19X

D IDXVI WNNYNNY DN T 7Y NDYPN D720 WTN NN 7 NN DIV NN VYA

NTANXTZINAD WNNWDN T 7Y NN 7Y NWTN NIXID JDVNI NN VWA NYYNT .Nnho

17D MYSQLN 7¥ N2NDN 1DIT AN DNT7 TIND 2IwN,D7IN .MYSQLN 102 T NNy Nand

WNNANNT7XNA .NYIN T 1N D27W N7102 0DNAT 9'DINT ,NNY7 V7 172Ny
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)17V NNONN XIN idN 1D 100D WX auto increment primary key NI int 11DD id Ny

text 2IDn text N vl
= DNIN T, 0D NN TR NI N7WN7200 1D IXTIY INNT

DNDNY formn N2 Q1LY XINY XTI7 1179 input NTY 1NN NX7YN YXA7 NIN 7Y N7V
N2 DO YNAT 17V ,1O0 INNT .DD717'w7 post IX get 7¢ action 72p0 formnl NN
,5Q1217¢ MW7 NP7 P NILINON WTN NINYD 0T, 107V inputin 7¥ 21NN 78 phpn
DNIDIN [OIND IdN 19DND NN 727 1IVN VA AN AN1IO DNDNYTEL,DTIPN NYWA YNV 10D

NNINTAN D DDIDIN 6 727 NIN TN 6 XIN 179 DIPON DN ,I0172) NI DX TN X N

(117w keyd idn
$name = $_POST[ 'name’];
$txt = $_POST['txt'];
$sql = 'INSERT INTO php (name, txt)
if ($conn->query($sql) === TRUE) {
")</script> ' ;nn'7¥na nvonnn ayTinnecho '<script>alert(’
} else {
')</script> ' ;nuw noa XX AW mwrecho '<script>alert(’
}
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TN NYT7 NIN 7Y .(N720N0D NNN NIY) 191XOD DINMO NIXN 7Y VDN Y1 TN NT 7192
D'DMON 770 NAXNA PDIVA PIO7 1WA, NTNINIY 70 7Y YIN7IN72DN 7 D1DMON 70 NN IXNT
N2T7 117V N1 191XOD DN AIXNTI Q177 DX IWND .NT7200 7D 7Y NXAY while NN717 DY
NN XD PN XNOATA (10 DIPNA id) MIYNIN NN NN NI, N7 1070 idin Dy

:echo T 'LAN77N DIPPA LDPLN

$result = mysql_query('SELECT txt FROM “taltest’ WHERE “id> =1 ');
$row = mysql_fetch_array($result);
echo $row[$field];
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7Y NXINT7 Nvav DI 12T file 100 type DY QDR input 11X17 117V 17y form1 ,q012

INQN TIPN NNCIPIVN.NINA NXT7YN NYI7N NN inputn

<input type='file' name='file' />

SQL7 nimNin NN N7V117w PHP7 wal  HTMLA formni SQL DV NPDYNNY |20 INNT
VDNININNN NN NPI7 WX XN TIPN NN QIND7 TXIE data base7 NINANNN VX7 1117y

1107w NN NOWT NNIN
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$name = $_FILES['file']['name'];

$txt = $_POST["txt'];

$target_dir = 'upload/';

$target_file = $target_dir . basename($_FILES['file']['name']);

// Select file type
$imageFileType = strtolower(pathinfo(
$target_file,PATHINFO_EXTENSION));

// Valid file extensions
$extensions_arr = array('jpg','jpeg','png', 'gif');

// Check extension
if( in_array($imageFileType,$extensions_arr) ){

// Convert to base64

$image_base64 =

base64_encode(file_get_ contents($_FILES['file'][ 'tmp_name']) );
$image = 'data:image/'.$imageFileType.';base64,'.$image_base64;

// Insert record

$query = 'insert into blog(name,image,txt)
values(''.$name.'',"'"'.$image.""',"'"'.$txt."")’;
mysqli_query($con,$query) or die(mysqli_error($con));
// Upload file

move_uploaded_file($_FILES['file']['tmp_name'], 'upload/'.$name);
}
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imgn NN Src )N TNTIDN

while (mysql_fetch_array($mq)){

$s= mysql_fetch_array($mq)['image'];

echo '<img src='"'.$s.'' style='width:128px;height:128px'>";
}
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XU NN 7D 7V YN WX while NN71I72 WNDNYNT 10X ,N7200 70 7Y YINT7 NID 7Y
NN7NY NINTINTIZ7 'NINN .echo 70T 11X QIDA71 XNNN 'DIN7I0 1V AN DI7PNY MINYD
NTNA.NNT7I77 DI QDI N WY DD true VNN N7NYNINTINA X7 IN QDI XD W DN

(NP7 TR NINTIT Y DNY) ANTITRD XX DIYO TN false T

$sql = 'SELECT id, txt FROM blog';

$result = $conn->query($sql);

if ($result->num_rows > 0) {

while($row = $result->fetch_assoc()) {

echo '<div class='comments' dir="rtl' style='background-color:lightblue;
border-radius:5px; width:75%; margin:5px; color:black'><b>'. $row['name’'].
"</b> : " . $row['txt'] . '</div>'; }

} else {
echo '';
}
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B C7] Server: localhost » @ Database: mydb » [ Table: cats

Browse & Structure | L] SQL - 1 #t Insert Export =} Import = 4° Operations

A
—{ Run SQL query/queries on dam@ mydb: G |i

1 INSERT INTO “c¢ats’ ("color’, “mame’ , “wolume ) VALUES ( oragne , whiskey™, 58"}

(SELECT*) (SELECT )] (INSERT) |(UPDATE) ( DELETE )

1720 N2 N DINTH (TN 'SQL 3 P19 XY 1D XA 727 Wi NTIY INNT
N ID DNNDY DX .ON7Y IDN197 DNOXOD DINND DN QI7¥7 NYD 1N - NPN0/MN2MY7
NT0X...7¥0N7 "WHISKEY' DUN 197 NAN AN 17 N 10D 191XOD DO 1T 7Y N9Y7¢ YXA7 D)

ADNOT7 NAPINDT NN NDAIT7 A7 1D WON

DELETE FROM "~cats™ WHERE id=1

UPDATE “cats™ SET “name =['tal'] WHERE id='1"
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AXM01 NN 'O T

D'TIP 7K DN'ZN DNYA SQLAT TIP WDP inputin 1N 21ND7 [N DN DNPR W -27 1D

QNN NN D27V formaw inputn 1N 21N27 101,7W0N7 .My 12T 727
<script>alert('test..."');</script>

PHP7 ON7VN 7V 1XN17 100 INNY

127N test 2NN DY ITD ALERT NV TIN YOPIN 1170 PHPN T7 D121 PN 'WIOVD |111VXT
DPNNT7 1D JST TIP 'WDP VX7 ALERT7 nnITa [N Ny NIWp NIYa7 DINa7 717y
qQTNN NONIDIN NNIXI7 DINY inputd ANDIY TIF YDF ,7WN7 .INKN 7V D27 D7NYNT

LA7WNNT DO7W ANKND |9 TOTA IAND AN VAVAT - INCH7X DNDIDIY N ,0D7Y
JJND DN'7Y 1A TXY NN 1T 19DD W |07

0170 X7input N )IN7 1D1DINY DHINN OND PITA7 720 01IW0 if 2T - NIY N7 Nipiia
TIVI script, img, onload, alert 1D NITIFON/NMNN NNX NN IN..7WUDT7< 10D 1N INYTIN
MTANT WYY .DNAPANTY NTI7 117V X DINDY I DN ,NDNPT7 DINAT7 |27 7010

WNAD NMINMDYPHP A NTIND

if (!preg_match('/["*A-Za-z0-9]/', $string))

{
// string contains only english letters & digits

}
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D70 IN DN 170X DY 120D NN MWD X7 XN MIDN - string7 inputl bDpvn NN
NIVXPNI NXT .HTML7 nnnn ND7NI0 NIN7VNint 721 DDPL7 NDDIDIN NN, js1 NNINY

‘PHPN NINn XN 0w htmlspecialchars NTINNN

$name = $_POST[ 'name'];
$name_perfect = htmlspecialchars($name);
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